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Request for Proposal #646439
for

Web Content Management System
December 6, 2006
RFP 646439
GENERAL INFORMATION FORM

QUESTIONS:  All inquiries for information regarding this solicitation should be directed to: John D. Krallman, Phone: (540) 231-9471, e-mail:  WCMS-RFP@vt.edu.

DUE DATE:   FORMDROPDOWN 
 Proposals will be received until Friday, January 12, 2007 at  FORMDROPDOWN 
 PM.  Failure to submit proposals to the correct location by the designated date and hour will result in disqualification.

ADDRESS:  Proposals should be mailed or hand delivered to: Virginia Polytechnic Institute and State University (Virginia Tech), Information Technology Acquisitions Office (0214), 1700 Pratt Drive, Blacksburg, Virginia 24060-6361.  Reference the Opening Date and Hour, and RFP Number in the lower left corner of the return envelope or package.

In compliance with this Request For Proposal and to all the conditions imposed therein and hereby incorporated by reference, the undersigned offers and agrees to furnish the goods in accordance with the attached signed proposal and as mutually agreed upon by subsequent negotiation.

TYPE OF BUSINESS: (Please check all applicable classifications)

____
Large.

____
Small business – An independently owned and operated business which, together with affiliates, has 250 or fewer employees or average annual gross receipts of $10 million or less averaged over the previous three years.  Department of Minority Business Enterprise (DMBE) certified women-owned and minority-owned business shall also be considered small business when they have received DMBE small business certification.
____
Women-owned business – A business concern that is at least 51% owned by one or more women who are U. S. citizens or legal resident aliens, or in the case of a corporation, partnership, or limited liability company or other entity, at least 51% of the equity ownership interest is owned by one or more women who are citizens of the United States or non-citizens who are in full compliance with the United States immigration law, and both the management and daily business operations are controlled by one or more women who are U. S. citizens or legal resident aliens.
____
Minority-owned business – A business concern that is at least 51% owned by one or more minority individuals (see Section 2.2-1401, Code of Virginia) or in the case of a corporation, partnership, or limited liability company or other entity, at least 51% of the equity ownership interest in the corporation, partnership, or limited liability company or other entity is owned by one or more minority individuals and both the management and daily business operations are controlled by one or more minority individuals.

COMPANY INFORMATION/SIGNATURE:  In compliance with this Request For Proposal and to all the conditions imposed therein and hereby incorporated by reference, the undersigned offers and agrees to furnish the  FORMDROPDOWN 
 in accordance with the attached signed proposal and as mutually agreed upon by subsequent negotiation.

	FULL LEGAL NAME (PRINT)

(Company name as it appears with your Federal Taxpayer Number)


	FEDERAL TAXPAYER NUMBER (ID#)

	BUSINESS NAME/DBA NAME/TA NAME

(If different than the Full Legal Name)


	FEDERAL TAXPAYER NUMBER

(If different than ID# above)

	BILLING NAME

(Company name as it appears on your invoice)


	FEDERAL TAXPAYER NUMBER

(If different than ID# above)

	PURCHASE ORDER ADDRESS


	PAYMENT ADDRESS

	CONTACT NAME/TITLE (PRINT)


	SIGNATURE (IN INK)
	DATE

	E-MAIL ADDRESS


	TELEPHONE NUMBER
	TOLL FREE TELEPHONE NUMBER


	FAX NUMBER TO RECEIVE 

E-PROCUREMENT ORDERS



I. PURPOSE:  
The purpose of this Request for Proposal (RFP) is to solicit sealed proposals to establish a contract or contracts through competitive negotiations for a Web Content Management System (CMS) for Virginia Polytechnic Institute and State University (Virginia Tech), an agency of the Commonwealth of Virginia. 

II. CONTRACT PERIOD:  
The term of this contract is for three year(s), or as negotiated.  There will be an option for five, one year renewals, or as negotiated.

III. BACKGROUND:
Virginia Tech (VT) is a land-grant institution founded in 1872. It is ranked 55th among research universities in the United States; the university generated $290 million for research programs in fiscal year 2005. VT’s operating budget in 2006-07 is approximately $900 million and is distributed to two divisions: the university division and the Cooperative Extension/Agricultural Experiment Station division. 

More than 26,000 full-time students pursue 200 degree and post-graduate certificate programs through the University’s eight colleges and graduate school. The Virginia Cooperative Extension, operated jointly in the commonwealth by Virginia Tech and Virginia State University (VSU), has more than 107 offices and 160 programs. More information about VT can be found at www.vt.edu/about. 

This RFP is the result of a recommendation from a cross-departmental CMS team, which spent several months developing requirements for an enterprise CMS, and reviewing options both proprietary and open-source. The team was appointed by the university’s Web Redevelopment Steering Committee, a group charged with reviewing and making recommendations regarding VT’s web presence. 

That web presence begins with the top-level www.vt.edu website, which averages more than 60,000 unique visits, 350,000 page views, and 3.5 million hits per day. Year-over-year growth in site-traffic metrics is averaging between 5% and 8%.

The CMS we choose will be deployed not only for use on the www.vt.edu website, but also potentially across hundreds of sub-domains. Therefore, it must be scalable to the enterprise level with commensurate reliability. The www.vt.edu domain currently has more than 650 active sub-domains, with more than 1.1 million web pages. VT’s web presence is managed in a very decentralized manner, which is reflective of the university’s operating culture in general. The aforementioned sub-domains utilize a wide variety of server platforms, website configurations, and scripting languages. 

The top-level www.vt.edu website is centrally hosted by VT’s Information Technology (IT) division. Our chosen CMS will be fully owned, hosted, and maintained by the IT division, with sponsorship by VT’s Office of University Relations. 

In advance of an enterprise CMS, the university recently completed the first phase of its web redevelopment project with the launch of a comprehensive redesign. This included the development of a set of shared templates and cascading style sheets (CSS) that are being used by the most public of VT’s sub-domains – the websites of Undergraduate Admissions, Virginia Tech News, University Scholarships and Financial Aid, University Registrar, University Bursar, Board of Visitors, President, Provost, Executive Vice President/Chief Operating Officer, University Relations, University Council, and Podcasts. All of these “pilot” sub-domains are hosted centrally by IT. 

Subsequent to the website redesign, University Relations released a Web Development Toolkit, which includes “family” templates, CSS, web color palette, and graphic elements for use by administrative, academic, and research offices. For more information about the toolkit and VT’s web guidelines and procedures, visit www.unirel.vt.edu/web/. 

The next phase is to implement a web-based CMS to manage the “pilot” websites, as well as the website of the Cooperative Extension and its more than 100 offices. From there, the CMS will be rolled out to other VT sub-domains on a schedule to be determined. Over time, hundreds of end users will be using the CMS, with skill levels ranging from highly skilled programmers to those with only a basic understanding of the Web. Both types of users should find the CMS functionally satisfying. 

The development work our CMS team has done to date has given us a strong sense of what we want and need, leading to a set of requirements that will yield the best possible product for VT. Our intention is to choose a CMS product – and partner – that will meet with wide acceptance within the university community, and demonstrate the ability to grow with us for many years to come. 

IV. EVA BUSINESS-TO-GOVERNMENT ELECTRONIC PROCUREMENT SYSTEM:  

The eVA Internet electronic procurement solution streamlines and automates government purchasing activities within the Commonwealth of Virginia.  Virginia Tech, and other state agencies and institutions, have been directed by the Governor to maximize the use of this system in the procurement of goods and services.  We are, therefore, requesting that your firm register as a trading partner within the eVA system.  

There are registration fees and transaction fees involved with the use of eVA.  These fees must be considered in the provision of quotes, bids and price proposals offered to Virginia Tech.  Failure to register within the eVA system may result in the quote, bid or proposal from your firm being rejected and the award made to another vendor who is registered in the eVA system.  

Registration in the eVA system is accomplished on-line.  Your firm must provide the necessary information.  Please visit the eVA website portal at www.eva.state.va.us and complete the Ariba Commerce Services Network registration.  This process needs to be completed before Virginia Tech can issue your firm a Purchase Order or contract.  If your company conducts business from multiple geographic locations, please register these locations in your initial registration.
For registration and technical assistance, reference the eVA website at: eVAcustomercare@dgs.virginia.gov, or call 866-289-7367.
V. CONTRACT PARTICIPATION:
It is the intent of this solicitation and resulting contract(s) to allow for cooperative purchasing by the Virginia Association of State College and University Purchasing Professionals (VASCUPP) and other Commonwealth of Virginia public institutions of higher education (to include four-year, two-year and community colleges).  Current VASCUPP institutions include: College of William and Mary, University of Virginia, George Mason University, Virginia Military Institute, James Madison University, Old Dominion University, Virginia Tech and its affiliated corporations, Radford University and Virginia Commonwealth University.  A list of all other Virginia Public Colleges and Universities is available at http://www.ExploreVirginiaColleges.com/.  Local governments, school boards, other agencies serving local governments and member colleges/universities of the Atlantic Coast Conference (ACC) may also have access to any contract resulting from this RFP.  Current members of the ACC include: Boston College, Clemson University, Duke University, Florida State University, Georgia Institute of Technology, North Carolina State University, University of Maryland, University of Miami, University of North Carolina, University of Virginia, Virginia Tech, and Wake Forest University.

Participation in this cooperative procurement is strictly voluntary.  If authorized by the Contractor(s), the resultant contract(s) may be extended to the entities indicated above to purchase at contract prices in accordance with contract terms.  The Contractor shall notify the lead-issuing institution in writing of any such institutions accessing the contract.  No modification of this contract or execution of a separate contract is required to participate.  The Contractor will provide semi-annual usage reports for all VASCUPP members and other entities accessing the Contract.  Participating entities shall place their own orders directly with the Contractor(s) and shall fully and independently administer their use of the contract(s) to include contractual disputes, invoicing and payments without direct administration from the lead-issuing institution.  The lead-issuing institution shall not be held liable for any costs or damages incurred by any other participating entity as a result of any authorization by the Contractor to extend the contract.  It is understood and agreed that the lead-issuing institution is not responsible for the acts or omissions of any VASCUPP member, or other entity, and will not be considered in default of the Agreement no matter the circumstances.

Use of this contract(s) does not preclude any participating entity from using other contracts or competitive processes as required by law.

VI. STATEMENT OF NEEDS:
A. Technical Specifications

Technical requirements cover topics such as software installation, load balancing, database, OS, integration with other systems, etc. 

1. Operating System

Business Driver: Need to leverage Virginia Tech’s experience and operational expertise in the Linux environment (Red Hat, Debian). 

a. The system MUST run in a Linux environment. 

b. List currently supported releases of Debian or Red Hat Linux.

c. Describe other operating system services (and version releases) and utilities required by your solution.

d. Specify the mail protocols supported by the system.
2. Database

Business Driver: Need to leverage Virginia Tech’s experience and expertise in the MySQL and Oracle database environments.

a. If the CMS requires a database: 

i. CMS MUST be certified and supported on current stable releases of open source databases (for example MySQL or PostgreSQL), or Oracle 10g. Specify which releases the system supports.

ii. List standard database connections that the CMS supports (example JDBC).


3. Web/Application Server
a. The CMS web/application server MUST be certified and supported on Apache HTTPD, Tomcat or JBOSS. Specify which releases the system supports.


4. Load Balancing

Business Driver: Use existing Foundry Networks Server Iron load balancing systems to provide scalable, highly available services. 

a. The CMS SHOULD support load balancing to provide scalable, highly available services. Specify supported methods for load balancing.
5. Software Installation and Maintenance

Business Driver: Virginia Tech maintains all of our own systems. A typical system deployment includes a development (DEV) instance, a testing instance (PPRD, STAGE or TEST), and production (PROD) instance(s). PROD is always on separate hardware from other environments. DEV and STAGE may be on the same hardware.

a. The system MUST be installed and updated by VT personnel on VT-owned hardware located in VT data centers.

b. Describe the installation and update procedures, including:

i. Whether root privileges are required

ii. The process for notifying customers of new releases/updates

iii. The version/release support strategy, including:

1. Major and minor version release frequencies.
2. How system bug fix patches are made available (individually or as a service pack).
3. The strategy for rolling out future releases.
4. The strategy for determining functionality in future releases.
c. Specify the recommended and minimum memory, number of CPUs, and disk space for the proposed server hardware.

d. Describe your system’s capability to support local modifications to updates.

i. Do you provide APIs? (see section VI.H.1.a)

e. Provide a summary of known outstanding bugs associated with the current software version.
f. Specify whether, and how, we can install a test instance of the CMS on VT servers during the pre-award period.
6. Testing, Staging and Deployment

Business Driver: Follow industry best practices for management of production services. The system SHOULD be supported and installed in multiple instances (i.e., development, testing/staging, production).

a. Describe how the system supports off-line archive environments.

b. Describe how the system supports divergent departmental implementations, and the tools provided to support deployment of content to such.

7. Mirroring and Backup

Business Driver: Use existing TSM or NSR services for system backups.

a. Describe the system backup process, and any special utilities required.

b. The system SHOULD be capable of supporting mirrored sites (e.g. storage and backup of content on multiple servers) for disaster recovery purposes. Describe a recommended configuration.


8. System Integration

Authentication / Authorization

Business Driver: Virginia Tech provides two primary authentication mechanisms for all campus services: JA-SIG’s Central Authentication System (CAS) for single sign-on and a central LDAP (OpenLDAP, LDAP v3) for standalone applications. 

a. The CMS MUST support user authentication via VT’s enterprise directory (OpenLDAP v3).

b. The CMS SHOULD support CAS.

c. The system SHOULD NOT require operating system user accounts for end users or CMS users.

d. The system SHOULD NOT have a dependency on specific user accounts (ex. ‘admin’).

e. Describe the protocols used to encrypt communication with external systems. User Authentication credentials SHOULD NOT be stored or transmitted in an unencrypted form.

f. Describe how the CMS supports local authentication for users who do not have a VT enterprise directory account.

g. Specify whether, once authenticated, users have single sign-on access to all of the system’s component parts (i.e., they should not have to reauthenticate during that session).

h. Describe whether the CMS can use LDAP to determine authorization (group membership).

i. Specify if your solution requires hard-coded usernames and passwords in scripts, macros or functions for logging into internal or external resources, and explain where this is used.
Publishing

j. The CMS SHOULD be capable of operating with primary storage on a NAS (Network Attached Storage) and/or SAN (Storage Area Network). 

k. If the CMS publishes documents to a remote file system or server, it SHOULD use a standard (non-proprietary) encrypted communication channel (ex. WebDAV/SSL, SFTP, etc.)
9. Capacity

Business Driver: Virginia Tech currently has over 1.1 million web documents within more than 650 distinct sub-domains under the vt.edu domain. While we do not expect the CMS to serve all of these documents initially, the system should be capable of scaling to this level. 

a. Describe how the system would support 350 to 500 sub-domains (~250 colleges and departments, ~100 extension offices).

b. Describe how the system would support 1,000 to 2,000 end users of the CMS.

c. As the system scales, describe how it would support unlimited end users of the CMS.
10. Performance and Reliability / Business Continuity

Business Driver: System performance is an important factor in the acceptance and support of the CMS at Virginia Tech. It must scale as the number of documents and sub-domains are increased. This is particularly important when the CMS serves content directly to the end user. With the increasingly global user base at Virginia Tech, the expectation for 24/7 availability continues to grow.
Virginia Tech operates, in effect, as a ‘virtual global campus’, where users access central systems from any place at any time. Central systems are expected to be available twenty-four hours a day, seven days a week (24×7). Any routine maintenance on a system is performed during a defined maintenance period, typically 0600-1200 local time on Sunday mornings.
Performance

a. Describe how performance degrades as the number of content objects increases by orders of magnitude.

b. Describe how performance degrades as the number of concurrent CMS users increases by orders of magnitude.

c. If the CMS serves content to the website visitor (either directly, or as a service of the front-end server), describe how performance degrades as the number of concurrent website hits increases by orders of magnitude.

d. Describe the system architecture, software, and hardware requirements for scaling the system to meet increasing loads.

Reliability

e. Describe how published content can be updated in the event the CMS is down.

f. Describe possible single points of failure within the system.

g. Describe the system’s track record for reliability and stability. 
11. Monitoring

a. Describe the system’s capabilities of providing alerts for failures.

b. Describe how the system logs errors, and what error information is documented.

i. Describe any monitoring tools or plug-ins (ex. Nagios or Big Brother plug-ins) that exist to monitor the system.

ii. Describe how the system monitors status.

B. Site Design and Template Management

1. Data Input
a. The system MUST support the customization of data entry forms used by content contributors.

b. Describe what entry form controls are available.

c. How distributed can controls be?

d. Describe how the entry forms are customized, and how granular the customization options are.

e. Specify how many customized data fields can be added.

f. Describe how the data from the entry forms are stored in the system.
g. Describe available mechanisms for importing a website’s entire template infrastructure.
h. Specify whether the system recognizes Dreamweaver template tags.

2. Data Output

a. The templates MUST support the standards based development of web pages and other documents in HTML, XHTML, CSS, Javascript, XML, and XSLT.

i. Please specify other open standards that the templates may support.

b. The system MUST support the creation of reusable page components for headers, footers, navigation, RSS feeds, etc.

i. Please specify how reusable page components are created within the system. 

c. Pages, documents, and other files MUST remain attached to the templates and page components after they are generated, so that they can be automatically updated when templates/components are changed.

d. The system SHOULD support the use of standard server side scripting languages in templates and page components.

i. Describe the scripting languages supported by the system.

e. The output of the system’s built-in WYSIWYG editor SHOULD be XML/XHTML strict compatible. (see VI.C.3)

f. Templates SHOULD use well-formed valid XML.

i. Please specify what mark up or scripting is required to make templates within the system.

g. Specify how the system natively supports the creation of an unlimited number of templates controlling the output of content in multiple formats, including text only, HTML, XHTML, XML, RSS, PDF, DOC, and web-enabled formats for cell phones and PDAs.

h. Specify any code generated by the system that developers cannot control.

i. Describe how the system supports batch publication of content simultaneously so that changes do not have to be published on an item by item basis.

j. Specify how the system supports the creation of templates for output in multiple languages (see section VI.D.6.a. Multilingual).

k. Specify whether the system includes a built-in RSS reader.

C. Asset Management

2. System Compatibility
a. The CMS MUST use a web browser-based client, with similar formatting, performance, and functionality across the Microsoft Windows and Apple Macintosh (OS 10.3 and later) platforms.

b. The system SHOULD NOT require any non-browser client-side software.

c. Describe how the CMS provides for similar formatting, performance, and functionality across these browsers:

i. Windows: IE 6.x and above (including recently released 7.x), Mozilla Firefox 1.x and above, Netscape 7.x and above.
ii. Mac: Mozilla Firefox 1.x and above, Safari 1.x and above.
iii. Linux: Mozilla Firefox 1.x and above.
d. Describe specific functions not supported on specific browsers and systems. 
3. Workflow

a. Specify how the system supports decentralized workflow customization on the basis of sub-domains, workgroups, file system directories, and individual pieces of content.

i. Does the CMS have “check-in/check-out” capability?

ii. Can website managers be notified via email or another mechanism that drafts are awaiting review?

iii. Can website managers determine the state of drafts and who should be reviewing them?

iv. Can website managers be notified if drafts have not been published after a specific period of time (day, week, other)?

v. Can pages be previewed before they are published?

b. Specify whether authors are able to:

i. Edit a page directly by clicking on a link on the published website.

ii. Visually compare two different versions of a page in web browser view.

iii. Save content and continue editing without having to exit and reenter the text editor, regardless of the view.

iv. Create/edit a page, and then save his or her work for later access to continue editing, without the need to publish the file or send it for review.

v. Upload a document to production at the same time a page is submitted (if the CMS end user is authorized to do so).

4. WYSIWYG Editing

a. The system MUST allow users to edit content in both WYSIWYG and HTML modes.

b. Specify whether the system supports the customization or restriction of text formatting options for the WYSIWYG editor.

c. Describe how the CMS handles copying and pasting code and formatted text from other applications (such as Microsoft Office applications), and whether the system employs methods that preserve formatting and special characters.

d. Specify whether the WYSIWYG editor can be configured or customized to require entry of ALT attributes for images.

e. Specify whether the system makes commonly used functions accessible via shortcut buttons and menu options, and describe those functions.

f. Describe any wizards available within the WYSIWYG editor.
5. Content Creation and Editing

a. The system MUST associate each page of the website with a contact/owner who is identified by name and email address.

b. When a page is altered in any instance, the system MUST capture the date and time of last edit, and who made the edit.  Specify whether and how this data can be automatically stamped on the page.

c. Specify whether the CMS provides an interface for the creation of online web forms.  Describe the interface’s ability to specify form validation as well as data capture of submitted form values both into email as well as a database.

d. Describe how the CMS handles changing ownership of a page when someone leaves the university, or changes jobs within the organization, or passes ownership to another person.

e. Specify whether the CMS accommodates special characters, including euros, smart quotes, and diacritics.

f. Specify whether the CMS can require the author to manually certify that content has been reviewed against publication standards (accessibility, security, etc.) as set by the university to assess content quality and usefulness.

g. Describe how the CMS allows authors to create temporary redirects for the purpose of generating “marketing friendly URLs,” i.e., www.vt.edu/future could be created as a redirect to a section within the sub-domain www.unirel.vt.edu/advertising/fall_campaign.
6. Content Quality Checks

a. The CMS SHOULD include a utility for checking link integrity and generating “dead link reports” on a scheduled basis, or as an alternative, specify third-party link-checking utilities that may be integrated.

i. Can link-check reports be automatically emailed to the appropriate website manager(s)?

b. The CMS SHOULD have content quality checks in place for:

i. Spelling

1. Does the spell checker have a customizable dictionary?

2. Does the WYSIWYG editor include an in-line spell checker?

ii. Grammar

iii. Section 508 compliance

c. Specify whether the CMS automatically checks pages for W3C/508 standards compliance, and/or has an automatic HTML clean-up utility. (See VI.E Accessibility requirements for more information.)
7. Content Inventory and Tracking

a. Describe the types of reports web managers are able to schedule, generate and receive for pages within the manager’s purview, such as:

i. Site map for a web area.
ii. Page name/location.
iii. Page owner (and highlight those with no owner).
iv. History of ownership.
v. Page timestamp (and highlight those pages not touched with a certain time, such as month, 3 months, 6 months, year, etc.).
vi. Broken links.
vii. Orphaned pages.
viii. Asset summaries or abstracts so you can tell what it is without having to view the page directly.
b. Specify whether users are able to track pages at a high level that are published/managed outside the CMS environment, particularly non-HTML documents such as PDF, Word or PPT files which may be linked from the website and need the same oversight as HTML pages.

D. Content Concerns

1. Importing Content

a. Describe the tools you make available for importing existing content.

b. Describe how existing websites can be migrated to the CMS.
2. Metadata

a. The CMS MUST capture content metadata. Specify the standard metadata that is captured, and how it is managed.

b. Describe the system’s ability to display an entire website’s sitemap or partial sitemap (i.e., from a particular node of the site and a user-defined number of layers below).

c. Describe the system’s support for creating custom metadata fields in addition to the system’s default metadata fields.
i. Can administrators establish predefined vocabularies and various element restrictions?

d. Specify whether the CMS has an internal search function that allows authors and managers to search webpages and metadata.
3. Content Repository

a. The CMS MUST facilitate the creation and management of content in a central content repository, to be shared across multiple domains and sub-domains. 

b. Describe the system’s central content repository infrastructure. Please provide details pertaining to:
i. User access and restrictions.
ii. How objects are organized and distinguished from one another.
iii. Whether the repository can be used as the central and definitive content source (e.g. a central image repository, metadata element value repository and other digital assets that can be reused).

iv. Whether the repository can manage content objects which are stored in external repositories or systems.

c. Describe how the content repository supports distribution of varied content types. For example, several sites may share the same “tuition and fees” data. A central file repository will contain shared assets such as (but not limited to):

i. Images.
ii. Logos.
iii. General and/or section-specific news content and calendars.
iv. Meetings and special events.
v. Class information (course and description, schedule, requirements/pre-reqs, section information).
vi. Enterprise search module.
vii. Faculty/staff contact information and profiles.
viii. Tuition and fees.
ix. Scholarship information.
x. Various permission forms (such as FERPA).
xi. University policy documents.
xii. Copyright/privacy policy statements.
d. Each shared asset SHOULD be associated with a campus organization that is responsible for that particular content item.  For example, the tuition/fees page should be associated with the Bursar, the scholarships page should be associated with Financial Aid, etc.

e. Describe how the CMS allows website managers to include shared assets on their web pages, and whether they can monitor changes to those assets.

Supported File Formats

f. The content repository SHOULD be able to store and support multiple file formats for capture, registration (check-in), classification, attachment to workflows, editing, printing and managing as records, such as MSOffice formats, XML, HTML, Adobe formats, various image and multimedia formats, etc.

g. Specify supported compression methods.

h. Specify additional supported formats.

i. Specify other multi-media handling capabilities (video, audio, etc).

j. Specify your approach to electronic content format upgrades. How will evolving content formats be managed, and what method is used for preserving access to original formats?

k. Specify the level of backwards compatibility support on previous application versions, for all content types listed.

4. Multiple Formats

a. Web content is being consumed on more devices and in more formats now than in the past – including RSS readers, cell phones, tablets, and PDAs. 

b. Describe how the system supports the publication of content into multiple formats including: 

i. Text only.
ii. HTML.
iii. XHTML.
iv. PDF.
v. Microsoft Office document formats.
c. Specify whether, and how, the CMS supports the delivery of content to web-enabled devices.

d. Describe how the CMS supports output of content as XML, to allow for publication in other media (such as print publications).
5. Content Distribution

a. Specify how website managers are able to define, create, and manage content feeds for their content via an RSS system.

b. Specify whether RSS/XML feeds are W3C standards compliant.

c. Describe any per-feed customization features that may be contained within the system’s RSS/XML functionality.

6. Multilingual

a. Describe how your CMS provides multilingual capabilities, and if so, what languages are supported.

7. Friendly URLs

a. The CMS MUST generate or provide the user the ability to create human-readable and search-engine-friendly URLs for published content.  Describe how the system accomplishes this.

b. Specify whether the CMS provides permanent links to documents that remain available, but move within a site.

E. Accessibility

Virginia Tech Policy Statement 7215 

The procurement, development, and/or maintenance of information technology and user support services for persons with disabilities will be aligned with accessibility standards specified in Section 508 of the Rehabilitation Act and “Web Content Accessibility Guidelines” from the World Wide Web Consortium (W3C), appropriately tailored to the specific circumstances of the university. See the complete policy at http://www.policies.vt.edu/7215.pdf.
1. CMS administrative tools / dashboard

a. For every visual or non-text element there MUST be a text equivalent. 

b. System input interactions MUST have the ability to be completed with both keyboard and mouse. 

c. Font sizes MUST be adjustable. Describe how this may be accomplished.

d. The CMS SHOULD avoid using frames or provide meaningful names and titles for all frames. 

e. Form fields SHOULD be in a logical tab order, and appropriately labeled for screen reading. 

f. All data tables SHOULD explicitly identify headings for all columns and rows. 

g. The system SHOULD notify users of time limits for a session and provide the ability to extend if needed. Describe this functionality.

h. Information and functions SHOULD NOT be conveyed with color only.

i. Describe how you are planning to incorporate WCAG 2.0 guidelines.


2. Output (production website)

a. Describe how the CMS supports the creation of pages that are W3C/508 compliant in the following ways:

i. For every visual or non-text element there can be a text equivalent. 

ii. Images can include ALT text. 

iii. Font sizes are adjustable. 

iv. Significant interactions have the ability to be completed with both keyboard and mouse. 

v. Information is not conveyed with color only. 

vi. Form fields are in a logical tab order, and appropriately labeled for screen reading. 

vii. All data tables explicitly identify headings for all columns and rows. 

viii. Pages avoid use of frames or provide meaningful names and titles for all frames. 

F. Security and Audit

1. Security

Security Requirements

a. Cryptographic controls employed by the system MUST use published, internationally recognized algorithms.

b. Passwords in the system MUST NOT be stored, transmitted or viewed in clear text.

c. Describe how the system provides role-based security across all templates, content, processes and repositories for: individual users, groups of users, individual directories / domains, subdirectories, sites.

d. Specify whether the system encrypts content that is transported over non-trusted networks using strong encryption.

e. Describe your best practices for securing the system.

f. Describe how you will notify Virginia Tech of security issues or vulnerabilities, and provide a timeline for resolution.

g. Specify whether the system is capable of implementing a default ‘deny’ access policy for users and content objects.

h. Specify whether the system allows the revocation of all privileges from a specified group or selected user(s), thereby preventing access to the system.

i. Describe how the system handles expired content objects.

j. Describe the support you provide should a security problem arise with your product.
Security Questions
k. Is your system susceptible to any of SANS Top 20 security vulnerabilities for Windows and UNIX described at http://www.sans.org/top20?

i. If so, which ones?

ii. And what is your timetable for correcting these vulnerabilities?

l. Is your system susceptible to any of OWASP Top 10 critical web application security vulnerabilities described at http://www.owasp.org/index.php/OWASP_Top_Ten_Project?

i. If so, which ones?

ii. And what is your timetable for correcting these vulnerabilities?

m. How does your product authenticate and authorize users?

n. What security-related certifications do those in your company who are involved with this product’s development and support hold? Examples of recognized certifications: SANS GSEC, CISSP, MCSE, and CCIE.

o. How do you write secure code? How do your train your developers in writing secure code?

p. May we see a copy of your End User License Agreement?

q. May we obtain an evaluation copy of your software in order to conduct a security assessment?

r. Specify if source code needs to be stored on the production server.
2. Audit

a. Actions taken by the system, either automatically or user-initiated, MUST be logged for auditing purposes. Specify the actions that are logged.

b. User audit log SHOULD be separate from server or web log.

c. The system SHOULD have the ability to view audit history of ownership, content changes and permission changes for a selected object. 

d. Describe how the system supports reporting for audit exceptions including integrity failures, with user-defined sorting and filtering.

e. Specify whether the system allows users or groups of users to be notified when specific objects are modified.

f. Describe how the system archives audit records.

g. Describe how audit data is presented, generated and maintained.

h. Specify limitations to auditable actions.

i. Are audit logs human-readable without the need for an intermediate translation program?

j. Can audit logs be automatically copied or sent to a central server?
3. Logon Procedure

a. Specify whether the system is capable of limiting the number of logon attempts, with a lock-out period for repeated failed logon attempts.

i. Describe what gets displayed after a failed logon attempt.
ii. Can this function be customized?

G. Training and Support

1. Training

a. Describe the types of online self-help, training materials, tutorials, and any other help modules provided by the system.

i. Is online contextual help available at the time of content entry?

ii. Is online help searchable?

b. Provide a list of the printed documentation provided for installation, operation, use, and administration of the CMS.

c. Specify whether you will provide an in-person, train-the-trainer program covering all user levels, and describe the program.

d. Describe any skill evaluation tools you provide.

e. Specify and describe any help files provided by the system, and whether they can be customized for Virginia Tech’s instance(s) of the system.
2. Support

a. Describe if and how you provide 24 x 7 support and the time frame of guaranteed initial response time.

b. Specify whether you will provide on-site support of initial installation.

c. Describe other services for maintaining the CMS in a supported state.

i. Describe any online user communities that exist.

ii. Describe methods of communicating with your customers.

iii. Describe any client gatherings/conventions that are held.

H. Extensibility

1. Integration

A wide variety of information and services are offered to Virginia Tech students, faculty, staff, alumni, and other visitors via the Web.  Many of these services are provided from diverse and different systems (Banner, LDAP, outside-vendor processing [such as online admissions], etc). 
a. The system MUST provide an Application Programming Interface (API) for developers to create separate web-based applications that interface directly with the CMS.

b. Describe any modules (either as part of a base package or optional add-ons) that provide the ability to offer/access additional services (external RSS feeds, outside applications, etc.). 

c. Describe how custom modules can be constructed to allow VT programmers to create their own modules to expand or extend the system capabilities.

d. Describe how the system provides for the inclusion of code blocks or snippets that will allow developers to connect to other systems, external databases, etc. to import content into a dynamic page. Such code blocks (with proper tagging/identification/delimiters) might include scripts in PHP, JSP, Javascript, and others.
2. Languages

Business Driver: Virginia Tech has a significant amount of experience and investment in Java and PHP programming. Supporting other programming languages may prove to be cost prohibitive. 

a. The CMS API(s) MUST be interoperable with standards-based programming languages. Specify supported languages.

b. Any content modules supplied by the CMS MUST produce standards-based output (Example: RSS, XML, XHTML). Specify supported languages.

c. The CMS API(s) MUST NOT require any proprietary programming or scripting languages.

d. The CMS API(s) SHOULD be interoperable with Java and/or PHP programming languages

I. Reporting/Statistics

The ability to determine how the system is being used, and how the content is being managed, is critical for administrators of the system. 
1. Describe any analysis tools the CMS provides to view system data.

a. Describe the types of reports provided by the system, such as (but not limited to) a list of pages/files by department, owner, responsible user, content type, and creation/activation/review/expiration date, and a list of “orphan” or unlinked pages.

b. Can the administrator generate custom reports based on selected criteria over a specific period of time?

J. Versioning

1. The CMS MUST support versioning and saving of previous iterations of a page. Describe methods of versioning and saving, including storage/resource requirements for such.
2. The CMS MUST have “sunrise/sunset” capability, allowing content contributors to schedule content for publication, expiration, or archiving by date/time.
3. The CMS SHOULD be able to set a “reminder” by date/time for each page to alert a website manager that content needs to be updated.
4. Specify and describe how the system supports unlimited rollback, with the ability to revert to any previous iteration of a page.
5. Specify whether the CMS provides a redlining function to allow a visual comparison of versions.
K. User Management

Business Driver: The university projects that as many as 1,000 to 2,000 end users of varying levels of skill and authority will eventually be using the CMS.  Consequently, our CMS needs to be flexible enough to manage users, groups, sub-groups, roles, and associated access rights in a distributed manner.

1. The system MUST support distributed administration of users and roles.
2. Describe the system’s ability to provide granular, flexible, customizable, and distributed rights authorization.
a. How are roles and responsibilities assigned?

b. Does the system allow for customization of roles and responsibilities?

c. Does the system support the creation of groups with specific permissions?

d. Does the system allow single users to be members of multiple groups?

e. Does the system support the creation of sub-groups?
3. Provide examples that demonstrate the flexibility of your user management tools.
L. Vendor Qualifications
1. The offeror MUST provide at least three references, with preference given to higher education clients.
a. Include the date(s) the goods were furnished, the client name, address and the name and phone number of the individual that Virginia Tech has your permission to contact.

2. The vendor SHOULD be primarily engaged in the business of providing Web CMS solutions.
3. Provide contacts for any clients that have switched off your system in the past two years.
a. Include the client name, address and the name and phone number of the individual that Virginia Tech has your permission to contact.
4. Describe your experience providing CMS’s to higher education institutions similar in nature and scope to Virginia Tech (see Background section).
5. Describe your experience working with higher education clients.
6. Describe how you solicit feedback from your higher education clients.

VII. PROPOSAL PREPARATION AND SUBMISSION:
A. General Requirements

1. RFP Response:  In order to be considered for selection, Offerors must submit a complete response to this RFP.  One (1) original and Seven (7) copies of each proposal must be submitted to:



Virginia Tech 



Information Technology Acquisitions (0214)



1700 Pratt Drive



Blacksburg, VA  24060-6361


Reference the Opening Date and Hour, and RFP Number in the lower left hand corner of the return envelope or package.


In addition, please supply an electronic copy of the proposal in a generally used format(s) on CD or DVD media.


No other distribution of the proposals shall be made by the Offeror.

2. Proposal Preparation

a. Proposals shall be signed by an authorized representative of the Offeror.  All information requested should be submitted.  Failure to submit all information requested may result in Virginia Tech requiring prompt submission of missing information and/or giving a lowered evaluation of the proposal.  Proposals which are substantially incomplete or lack key information may be rejected by Virginia Tech at its discretion.  Mandatory requirements are those required by law or regulation or are such that they cannot be waived and are not subject to negotiation.

b. Proposals should be prepared simply and economically providing a straightforward, concise description of capabilities to satisfy the requirements of the RFP.  Emphasis should be on completeness and clarity of content.
c. Proposals should be organized in the order in which the requirements are presented in the RFP.  All pages of the proposal should be numbered.  Each paragraph in the proposal should reference the paragraph number of the corresponding section of the RFP.  It is also helpful to cite the paragraph number, subletter, and repeat the text of the requirement as it appears in the RFP.  If a response covers more than one page, the paragraph number and subletter should be repeated at the top of the next page.  The proposal should contain a table of contents which cross references the RFP requirements.  Information which the offeror desires to present that does not fall within any of the requirements of the RFP should be inserted at an appropriate place or be attached at the end of the proposal and designated as additional material.  Proposals that are not organized in this manner risk elimination from consideration if the evaluators are unable to find where the RFP requirements are specifically addressed.

d. Each copy of the proposal should be bound in a single volume where practical.  All documentation submitted with the proposal should be bound in that single volume.

e. Ownership of all data, material and documentation originated and prepared for Virginia Tech pursuant to the RFP shall belong exclusively to Virginia Tech and be subject to public inspection in accordance with the Virginia Freedom of Information Act.  Trade secrets or proprietary information submitted by an Offeror shall not be subject to public disclosure under the Virginia Freedom of Information Act.  However, to prevent disclosure the Offeror must invoke the protections of Section 2.2-4342F of the Code of Virginia, in writing, either before or at the time the data or other materials is submitted.  The written request must specifically identify the data or other materials to be protected and state the reasons why protection is necessary.  The proprietary or trade secret material submitted must be identified by some distinct method such as highlighting or underlining and must indicate only the specific words, figures, or paragraphs that constitute trade secret or proprietary information.  The classification of an entire proposal document, line item prices and/or total proposal prices as proprietary or trade secrets is not acceptable and may result in rejection of the proposal.

f. Oral Presentation:  Offerors who submit a proposal in response to this RFP may be required to give an oral presentation of their proposal to Virginia Tech.  This will provide an opportunity for the Offeror to clarify or elaborate on the proposal but will in no way change the original proposal.  Virginia Tech will schedule the time and location of these presentations.  Oral presentations are an option of Virginia Tech and may not be conducted.  Therefore, proposals should be complete.

B. Specific Requirements
Proposals should be as thorough and detailed as possible so that Virginia Tech may properly evaluate your capabilities to provide the required goods.  Offerors are required to submit the following information/items as a complete proposal:

1. The return of the General Information Form and addenda, if any, signed and filled out as required.
2. Response to the requirements detailed in Section VI Statement of Needs.
Provide sufficient detail to each item as noted in VII.A.2.c

3. Small, Women-owned and Minority-owned Business (SWAM) Utilization:

Describe your plan for utilizing small businesses and businesses owned by women and minorities if awarded a contract.  Describe your ability to provide statistical reporting on actual SWAM subcontracting when requested.  Specify if your business or the business or businesses that you plan to subcontract with are certified by the Virginia Department of Minority Business Enterprise.

VIII. SELECTION CRITERIA AND AWARD:
A. Selection Criteria
Proposals will be evaluated by Virginia Tech using the following:


Maximum Point

Criteria
       Value       

User Interface/Workflow/Training and Support

     
Asset/Content/Template Management

     
Technical Specifications/Security

     
Scalability/Extensibility

     
Vendor Qualifications

     
Cost


     
SWAM Utilization




____________


Total
100

B. Award 
Selection shall be made of two or more offerors deemed to be fully qualified and best suited among those submitting proposals on the basis of the evaluation factors included in the Request for Proposal, including price, if so stated in the Request for Proposal.  Negotiations shall then be conducted with the offerors so selected.  Price shall be considered, but need not be the sole determining factor.  After negotiations have been conducted with each offeror so selected, Virginia Tech shall select the offeror which, in its opinion, has made the best proposal, and shall award the contract to that offeror.  Virginia Tech may cancel this Request for Proposal or reject proposals at any time prior to an award.  Should Virginia Tech determine in writing and in its sole discretion that only one offeror has made the best proposal, a contract may be negotiated and awarded to that offeror.  The award document will be a contract incorporating by reference all the requirements, terms and conditions of this solicitation and the Contractor's proposal as negotiated.  See Attachment C for sample contract form.  

IX. OPTIONAL PRE-PROPOSAL CONFERENCE:
An optional pre-proposal conference will be held on Tuesday, December 19, 2006 at 1:00 P.M. in Room #115, Research Building #14, Corporate Research Center, 1770 Forecast Drive, Blacksburg, VA.  The purpose of this conference is to allow potential Offerors an opportunity to present questions and obtain clarification relative to any facet of this solicitation.

While attendance at this conference will not be a prerequisite to submitting a proposal, offerors who intend to submit a proposal are encouraged to attend.

Bring a copy of this solicitation with you.  Any changes resulting from this conference will be issued in a written addendum to this solicitation.
All questions and answers from this conference will be posted as Addenda on our website:  http://www.ita.vt.edu/WCMS-RFP.html.  Additional questions may be emailed to WCMS-RFP@vt.edu.  These questions and subsequent answers will also be posted as Addenda on the website.  Questions will be accepted through Thursday, January 5, 2007 at 3:00 P.M.  Criteria Weights will be posted as an Addendum to this RFP before the closing time on the Due Date.
X. ADDENDA:

Any ADDENDA issued for this solicitation may be accessed at http://www.ita.vt.edu/WCMS-RFP.html.  Since a paper copy of the addendum will not be mailed to you, we encourage you to check the web site regularly.

XI. CONTRACT ADMINISTRATION:
Michael Dame, Director of Web Communications, University Relations Department, at Virginia Tech or his/her designee, shall be identified as the Contract Administrator and shall use all powers under the contract to enforce its faithful performance.
The Contract Administrator, or his/her designee, shall determine the amount, quantity, acceptability, fitness of all aspects of the services and shall decide all other questions in connection with the services.  The Contract Administrator, or his/her designee, shall not have authority to approve changes in the services which alter the concept or which call for an extension of time for this contract.  Any modifications made must be authorized by the Virginia Tech Information Technology Acquisitions Department through a written amendment to the contract.

XII. TERMS AND CONDITIONS:
This solicitation and any resulting contract/purchase order shall be governed by the attached terms and conditions.

XIII. ATTACHMENTS:
Attachment A – Special Terms and Conditions
Attachment B – General Terms and Conditions
Attachment C – Standard Contract Form
Attachment D – Cost Calculation Spreadsheet
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